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Preamble

Where we’ve been:
• Data sharing key to modern scientific research & clinical 

trials research 

• Key issues to consider 
• Privacy and confidentiality 
• Security of data 
• Location of cloud 
• Academic pressures to publish 
• HIC profiting from LMIC 
• Stewardship & governance 

• Principles to adopt and apply 
• Trust 
• Transparency 
• Self-determination & autonomy 
• Patient or community consent
• Access (e.g., to medical 

products)
• Obligations to future 

generations 
• Data as a public good 



Preamble 

Where we’re going 

• How do we account for data gathered via machine learning? 
• What ‘data’ are we sharing in 2019 and onward? 
• Is anonymity possible in 2019?  If so, what does it look like? 
• How can one’s data be used malevolently? 

• What responsibility do we have to prevent this? 



The ethics of risk 







Risk

What are the risks associated with sharing clinical data for the 
development of drugs and therapeutics? 

What are the risks associated with not sharing clinical data for 
the development of drugs and therapeutics? 



1. What is ‘risk’ to a bioethicist? 

• Interested in arresting future harms, not compensating for past 
harms 

• Tort law, e.g., Palsgraf v. Long Island R. Co., 248 N.Y. 339, 162 N.E. 99 (1928)

• Risk of harm (or hazard)
• Physicalist 
• Non-physicalist

• Risk of harm = (the good of x – the bad of x) + probability of x
occurring (See: Joel Feinberg)

• Consider: 
• Throwing a large rock off a highway overpass 
• Dying from a firearm 
• Dying from motor vehicle accidents 



1. What is ‘risk’ to a bioethicist? 

• Risk-benefit ratio or analysis
• Maximize benefits, minimize risks 
• Impartial as to the distribution of benefits and risks

• Objections 
• Determining value of the benefit x
• Who bares the brunt of the risk? 
• Who’s imposing the risk?



2. What is a ‘risk imposition’?  

“In addition to the concept of hazard and risk we need , in at least 
some cases, to take a third element into account: the risk imposer, or 
the process by which the risk is created.”

“Blame attaches itself not to the hazard or the probability but to the 
cause of the hazard. Hence, it appears, the cause of the hazard must 
appear as an independent variable if we are to model public concerns 
about risk. Cause concerns how a hazard is created or sustained, and 
in consequence whether it can be viewed as a matter of culpable 
human action or inaction, especially the culpable action of those 
supposed to have a special responsibility.”

Jonathan Wolff (2006)



2. What is ‘risk imposition’? 

• Impossible not to place other in position of risk 

• One ought to consider who’s imposing risk onto whom and how

• Red flag: the same persons or groups of people at risk for the sake 
of others 

• Red flag: the benefits of a risky activity are not equally distributed 

• Red flag: certain risky options seem ‘irresistible’ only to some 
persons or group of people 



2. What is ‘risk imposition’? 



2. What is ‘risk imposition’? 

“Each side takes the position of the man who was arrested for 
swinging his arms and hitting another in the nose, and asked the 

judge if he did not have a right to swing his arms in a free 
country. ‘Your right to swing your arms ends just where the 

other man’s nose begins.’” Zechariah Chafee, Jr.

• Your freedom and autonomy must coexists with the freedom 
and autonomy of others. 

• Reciprocal notion of freedom, reciprocal notion of risk 



Risk

What are the risks associated with sharing clinical data for the 
development of drugs and therapeutics? 

What are the risks associated with not sharing clinical data for 
the development of drugs and therapeutics? 



2. What is ‘risk imposition’? 

Risk imposition, data sharing, and clinical drug trials 
• Would you be willing to participate in data sharing in clinical drug 

trials? 
• Who are the persons or populations we’re asking to entrust us 

with their data?  
• Have we meaningfully engaged with local communities whose data 

we want to share? 
• How can we ensure that the data we’re using from others was 

obtained in an ethical manner? 
• For those directing academic institutions, are you removing 

barriers to data sharing (lessening professional risk for faculty)?
• Are we reciprocating the professional respect we would want with 

colleagues in LMICs? 
• Other questions I’m sure I’m missing? 



2. What is ‘risk imposition’?

To what extent are current business models for development of 
drugs and diagnostics antithetical to discussions of ethics, risk, 

and data sharing? 

What are the risks associated with the status quo of not sharing 
(or hesitatingly sharing) clinical trials data? 



3. Case: whole genome sequencing for TB 
surveillance and drug sensitivity testing 
TB - airborne pathogen
• ~ 10mil infected in 2017
• ~ 2mil deaths
• ~500,000 M/XDR-TB cases, less than 50% treatment success 
• Unequal burden abroad and at home 
• Surveillance key public health tool 

Whole Genome Sequencing 
• Read complete M. tuberculosis genome from each case in an outbreak 
• Identify mutations shared between different people
• People with shared mutations may have transmitted disease to each other. 
• Helps us to identify potential person-to-person transmission events
• Need for other data inputs 
• Helps us identify drug resistant strains 
• Can answer: how TB entered a community how and why is TB is spreading in that 

community, city, or region, which individuals are contributing the most to 
transmission.



3. Case: whole genome sequencing for TB 
surveillance and drug sensitivity testing 
• Project: Ethical issues in use of whole genome sequencing 

for TB surveillance and diagnostics

• Qualitative interviews + philosophical/ethical analysis 

• Twenty-three interview with gov. officials, clinicians, and 
laboratory staff

• Representing Canada, USA, UK, International Org. 
• No direct LMIC representation 

• Empirical paper under peer-review; policy paper being 
drafted

Funded by: 



3. Case: whole genome sequencing for TB 
surveillance and drug sensitivity testing 
Two key lessons
• Trust of the public, trust between staff 

• The ‘black box’ of whole genome sequencing 
• Time to include lab folks as direct part of care teams?

• Risk and risk imposition 
• Not just cost-benefit of potential use of data science technology x
• Utility of patient-level metadata vs. potential data breaches and 

identifiability 
• Who will bear the risk?  Who’s imposing the risk?  Who gets to accept or 

reject risk?



They're [researchers in LMICs] pretty hesitant and what has been done in 
the past is that if they have volunteered to provide data that companies can 
come in, identify potential mutations that would be of relevance and make a 
diagnostic and then sell it back to the country. So the country is a little bit 

concerned that what may happen is that a company can basically make 
money off of their data that they're providing for free. 

(Interview #1, Lab)



So we’ve put a huge amount of thought into that [data sharing], because 
that’s one of these things where these projects can die. So the most important 
thing is really having solid relationships across – between the science, and 

particular in the hub-and-spoke model that we have between us and all the 
other participants. If you haven’t got trust, then nothing works, and to do 
that, you need face-to-face meetings, and a lot of nurturing of relationships 

early on. 
(Interview #16, Lab)



But we still have to go through our privacy before we can deposit 
information and one thing that still seems to be a sticking point, not 

necessarily just with us, I think with other institutions is any associated 
metadata. (Interview #9, Lab)

So what does it mean if we start, you know, that slippery slope, well what 
happens if we start sharing like well let's just share gender now, oh let's 

share country of origin now. (Interview #7, Public Health). 



Conclusions 

• Risk-benefit calculations ought to take into account risk and 
risk imposition 

• Including risks associated to not sharing data 

• Assuming profit and ethics aren’t antithetical, what are we 
willing to do to minimize risks associated with data sharing?

• What challenges do you face with regards to data sharing?  
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